Installing Forticlient VPN Client

Notes: Below are instructions on how to install the Forticlient and initiate a VPN connection.

Forticlient can be downloaded here: https://forticlient.com/downloads

Installing on a Windows PC

You will only need “Security Fabric Agent” and “Secure Remote Access” features checked
when installing the program. Please ensure “Advanced Persistent Threat (APT) Components”
and “Additional Security Features™ are unchecked.
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Click “Next” and allow Forticlient to install completely. It will prompt you that it is scanning the
PC when it first installs itself, and may take awhile to install. It may also prompt you to restart
your computer to allow Forticlient to install completely.
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Adding the VPN connections to a Forticlient after it is installed.

1. Click the Gear

Icon in the upper right corner of the program and click “Add a new
Connection”
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2. Fill in the following Details for the connection, then click “Save”:
Connection Name: MUW

Remote Gateway: 209.147.208.110
Authentication: Save login and enter the Username

This can be set to Prompt on login if you do not want the user name saved.
Select “Do not Warn Invalid Server Certificate
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Description

Remote Gateway 209.147.208.110 x
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Connecting to the Office via Forticlient:

1. Click Connect after you enter your Windows Username and password:
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VPN Name MUW
Username testuser T
Password |----~---~...

2. The Forticlient will connect and will present a screen like this when it is:
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VPN Name | MUW
IP Address 10.255.255.10
Username test
'h Duration 00:00:04
Bytes Received 4.32 KB
Bytes Sent 4207 KB
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At this point, you should be able to access resources at the office via the Forticlient connection.




Installing Forticlient VPN Client on a Mac:

Forticlient can be downloaded here: https://forticlient.com/downloads

You will only need the Secure Remote Access and Security Fabric portions of the program when
installing.

1. Run the Installer from the downloaded location by double clicking on it.
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2. Double click Install
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3. Click Continue.
‘e® O @ Install FortiClient a

Welcome to the FortiClient Installer

@ Introduction FortiClient for Mac OS X is a unified security agent for computers
A that integrates antivirus, SSL and IPsec VPN remote access, web
@ License filtering, application firewall and vulnerability scan into a single
oo software package. FortiClient for Mac OS X has a user-friendly
PR interface that allows for quickly setting up protection for your
Installation Type computer.
Installation
Summary
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4. Click Continue.
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Software License Agreement
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Introduction
License Fortinet Product License Agreement / EULA and Warranty Terms |
Trademarks and Copyright Statement
Destination Select Fortinet®, i and Fortif are regis of Fortinet, Inc.,
and other Fortinet names herein may also be trademarks, registered or otherwise, of
Installation Type Fortinet. All other product or company names may be trademarks of their respective
owners. Copyright 2017 Fortinet, Inc., All Rights reserved. Contents and terms are
Installation subject to change by Fortinet without prior notice. No part of this publication may be
stallatio reproduced in any form or by any means or used to make any derivative such as
i ion, or ion without ission from Fortinet, Inc., as
Summary stipulated by the United States Copyright Act of 1976.

Product License Agreement

The parties to this agreement are you, the end customer, and either (i) where you
have purchased your Product within the Americas, Fortinet, Inc., or (i) where you
have purchased your Product outside of the Americas, Fortinet Singapore Private
Limited (each referred to herein as "Fortinet”) .CAREFULLY READ THE
FOLLOWING LEGAL AGREEMENT (THE OR THIS "AGREEMENT" OR "EULA").
USE OF FORTINET PRODUCT(S) AND ANY UPDATES THERETO, INCLUDING
HARDWARE APPLIANCE PRODUCTS, SOFTWARE AND FIRMWARE INCLUDED
THEREIN BY FORTINET, AND STAND-ALONE SOFTWARE PRODUCTS SOLD BY
FORTINET (TOGETHER, THE "PRODUCTS") CONSTITUTES ACCEPTANCE BY
YOU OF THE PROVISIONS IN THIS AGREEMENT. FORTINET SHALL NOT BE
BOUND BY ANY ADDITIONAL AND/OR CONFLICTING PROVISIONS IN ANY
ORDER, RELEASE, ACCEPTANCE OR OTHER WRITTEN CORRESPONDENCE
OR OTHER WRITTEN OR VERBAL COMMUNICATION UNLESS EXPRESSLY
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5. 'C_I ick Agree.
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To continue installing the software you must agree to the terms of ‘
the software license agreement.

o It Click Agree to continue or click Disagree to cancel the installation and

e Lic quit the Installer.
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Product License Agreement
The parties to this agreement are you, the end customer, and either (i) where you
have purchased your Product within the Americas, Fortinet, Inc., or (i) where you
have purchased your Product outside of the Americas, Fortinet Singapore Private
Limited (each referred to herein as "Fortinet") CAREFULLY READ THE
FOLLOWING LEGAL AGREEMENT (THE OR THIS "AGREEMENT" OR "EULA").
USE OF FORTINET PRODUCT(S) AND ANY UPDATES THERETO, INCLUDING
HARDWARE APPLIANCE PRODUCTS, SOFTWARE AND FIRMWARE INCLUDED
THEREIN BY FORTINET, AND STAND-ALONE SOFTWARE PRODUCTS SOLD BY
FORTINET (TOGETHER, THE "PRODUCTS") CONSTITUTES ACCEPTANCE BY
'YOU OF THE PROVISIONS IN THIS AGREEMENT. FORTINET SHALL NOT BE
BOUND BY ANY ADDITIONAL AND/OR CONFLICTING PROVISIONS IN ANY
ORDER, RELEASE, ACCEPTANCE OR OTHER WRITTEN CORRESPONDENCE
OR OTHER WRITTEN OR VERBAL COMMUNICATION UNLESS EXPRESSLY
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6. plick Install.
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Standard Install on “Macintosh HD”

This will take 58.7 MB of space on your computer.

@ Introduction
@ License Click Install to perform a dard installation of this soff e
s for all users of this computer. All users of this computer will be
@ Destination Select able to use this software.
« Installation Type
Installation
Summary

Customize Install

7. Enter the credentials you use to login to your
Mac.
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ﬁ Enter your password to allow this.

User Name: litservices ‘

Password: ||

Cancel |
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8. Click Close. _
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The installation was completed successfully.
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Installation Type

Installation The installation was successful.
Summary The software was installed.




Click Move to
Trash.
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Do you want to move the “FortiClient”

- Installer to the Trash?
Introductic To keep this package and disk image in its current

@
location, click Keep.
@ License
@ Destinatio —
© Installation Type T —
® Installation The installation was successful.
© Summary

The software was installed.
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Adding the VPN connections to a Forticlient after it is installed

1. Click the VPN icon in your menu bar, and select Open FortiClient Console.
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2. Click on Configure VPN.
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3. Fill in the following Details for the connection, then click “Save”:

Connection Name: MUW

Remote Gateway: 209.147.208.110
Authentication: Save login and enter the Username

This can be set to Prompt on login if you do not want the user name saved.
Select “Do not Warn Invalid Server Certificate
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Client Certificate
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MUW

209.147.208.110 x
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None v
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Connecting to the Office via Forticlient:

1. Click Connect after you enter your Windows Username and password:

1@ FortiClient
File Help

jpumphrey

L} REMOTE ACCESS

VPN Name
Username

Password
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2. The Forticlient will connect and will present a screen like this when it is:
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VPN Name | MUW
IP Address 10.255.255.10
Username test
Duration 00-:00:04
Bytes Received 4.32 KB
Bytes Sent 42.07 KB
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At this point, you should be able to access resources at the office via the Forticlient connection.




